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AHHOTAUMSl. YBEIMYEHHE HCHOJb30BaHHUSA HH(POPMAIMOHHBIX  TEXHOJIOTUH B
POMBIIIJICHHOM CEKTOpE U, YTO Hanbojee BaKHO, B TAKOM KPUTHYECKH BaXKHOM HalpaBIICHUH,
KaK JHEepreTvka, HPUBOAUT K HEOOXOAWMOCTH TIOCTPOCHUS CHUCTEM KOHTPOJS IIOTOKOB
uHpopManuu, cOOUpaeMon, nepeaaBaeMoil 1 o0padaTbiBaeMOi Ha MpeanpusATHsIX oTpaciu. [Ipu
9TOM MEPEHOC XpaHeHHsI U 00paboTKu MH(OPMAIMK B «00IaKO», C OJHOH CTOPOHBI, MOBBIIIAET
HAJCKHOCTh M CKOPOCTh 00paboTKM WHGpOpMAIMK, a C JAPYyrod — JellaeT CHcTeMy Oolee
YS3BUMOW JUIsI BHEIIHEr0 HEJIETMTUMHOIO BO3JeicTBUsA. MHTerpauusi BBICOKOCBSI3aHHBIX
AJIIEMEHTOB CeTH «uHTepHeTa Beuweil» (l0T) Takke MOXKET HEraTMBHO IIOBJIUATH Ha
3alIMIIEHHOCTh HH(POPMALIHH.
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Crpoc Ha Gonee akTHBHOE YIIpaBJICHHUE YHEPTrHel u Oosee JOCTYIMHOE YHEPrOCHAOKEHHE
croco0cTBOBaJ OBICTPOMY POCTY paclpeleleHHOW TeHepaluu y norpeduteneil. TeM cambiM
KITMEHTHl TONYYWIM JOCTYyNm K OoJiee CIIOKHBIM DHEPreTUYECKUM TPOAYKTaM, HaJeICHHBIM
WHTEJUICKTYaJIbHBIMA ~ T€XHOJIOTHSIMU W lITOPUTMaMu Uil  YJAJICHHOTO W aBTOHOMHOTO
yIpaBlIeHUS CIPOCOM Ha DJHEPrur. [eHepupyrolmmM akTUBaM HEOOXOJUMO MaKCHUMAalIbHO
WCIIOJIH30BaTh MPUCYIIYI0 UM THOKOCTh B M3MEHEHHH MOIIHOCTH, KOTOpas MOTEHI[HATHHO
MPUHOCUT TIONB3Yy BCEH CHUCTEMe, COXpaHsis MPU ATOM CTA0MIBHOCTh Ha BCEX €€ YpPOBHsX. B
nocJieIHee BpeMsi Bce OOJIbIlie BHUMAHUS yAEIAeTCs TUPPOBBIM QYHKIIUSIM YIIPABICHUS, TAKUM
Kak wucKyccTBeHHbIH wuHTEIekT (MM) u aHanuTuka. DTH WHTEIJIEKTyalbHBIE JIIEMEHTHI
CIOCOOCTBYIOT OOecreueHuIo OajaHca MOIIHOCTH B PEXHMME pealbHOrO0 BPEMEHH, MPOBOJS
MOHUTOPUHT M KOHTPOJIb C BBICOKOW CTEMEHbIO JIETATN3allMh U TOYHOCTH. 3aMHTEPECOBAHHbBIC
CTOPOHBI B JIOKaJbHBIX cucTeMax Smart-Grid («ymHO# ceTh») MOTYT MOJYYHUTH BBITOAY OT
BO3MOXXHOCTH JIOKaJIbHOTO VIPaBIEHUS MO TOH NpUYMHE, YTO MOXKET OBITh JOCTUTHYTA
ABTOHOMHAS U JIOKAJIIBHO CaMOJ/IOCTATOYHASI SHEPTETUIECKast CUCTEMA.

OpHako WHTEHCUBHBIA OOMEH HH(OpMAIMEed MeXIy MHTEIEKTYaIbHBIMU dJIEMEHTAMU
MOXXET TPUBECTH K CEpbe3HOH MpobiieMe O€30MacHOCTH M3-3a KOHKYPUPYIOIIMX HHTEPECOB
pa3IMYHBIX TMOJb30BaTEIEH WM 3aUHTEPECOBAHHBIX CTOPOH, BBICOKOIO YPOBHSI B3aUMO-
3aBUCHUMOCTH, a TakKe B CHIIy CBO€H CONMAIBHOM W TEXHHMYECKOM CIIOXKHOCTU. B Takom
B3aUMOJICCTBUU CTAJIKMUBAIOTCS HWHTEPEChl JBYX CTOPOH, [I/ie TEHEpUpYIollas KOMIaHUs
CTPEMHUTCS K MAaKCUMaJIbHO TOYHOMY Yy4eTy OTHYUICHHOW SHEpruH, a MOTpeOuTeNlb cTapaercs
3aIIaTUTh MUHUMAIIBHYIO LIEHY 3a MOTPEOJICHHYIO SHEPTUI0, YTO TOPOW BEeleT K MPUMEHEHUIO
MPOTUBO3aKOHHBIX METOJIOB BO3JCHCTBHS Ha CHUCTEMbl ydyera W ymnpaBieHus [1]. Bo
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B3aUMOJICICTBUU MOTYT TaK€ y4aCTBOBATb CTOPOHHUE CHJIbI, KOTOPbIE UMEIOT JIECTPYKTUBHBIE
HaMEpEeHUs, HalpaBJiEeHHbIE HA CHIKEHUE HAJIEKHOCTU (QYHKIIMOHUPOBAHUS SHEPTOCUCTEMBI [2].

B menom cymiecTByeT Be KaTerOpHH yrpo3, CBA3aHHBIX ¢ 00paboTKoW MH(pOpManuu B
SHEProceTsAX: IKCIUTyaTalMOHHBIE YIpo3bl U MHGOPMAIMOHHBIE YrpO3bl. BhIIENSIOT Tpu THIA
AKCIUTYaTallMOHHBIX YTPO3 — MaHUITYJIMPOBAHUE JIaHHBIMU, BblJJauy ce0s 3a APYroe JMILO U OTKa3
B obcnyxxuBanuu (DoS). Bropas kaTeropus yrpo3 — 3T0 yrpo3a pacKpbeITUs KOHGUACHIUATLHON
uHpopmanuu. VHTEUIeKTya bHbIE JIEMEHTH HEM30€KHO yBenuyar u 0e3 TOro 3HAYMTENbHBINA
oOMEeH JaHHBIMHM, TOJHUMAs TpeOOBaHUS K KOH(PHUICHIUAIBHOCTH U HEpasIIalIeHUIO
uHpOpPMALMK Ha YPEe3BBIYAMHO BBICOKUI ypoBeHb [4—6]. XOTs Oosbliie BHUMaHUS yIENsSETCS
MMEHHO 3TO# 00JacTu, BCe elle OTCYTCTBYET MOHUMaHUe IU(PPOBOTO MEpPexo/1a SHEPreTUIeCKOn
CUCTEMBl U METOJUKU padOThI ¢ OONbIIUMHU JaHHBIMU. COBpEeMEHHAs TUCTICTYEpHU3AIis OYCHb
CHWJIBHO 3aBHCUT OT TOYHBIX HM3MEPEHMH, a TaKKe HWHTEPAKTHUBHOIO YIPABICHUS uepe3
MHTEJJICKTYaJIbHbIE 3JIEMEHThl. AHAJIU3 HAa OCHOBE OOJBIIMX JaHHBIX IOMOTaeT B IOJJEPIKKE
OPUHIATUS PpEHICHHH, a TakKe aBTOMATU3MPYeT MPOLECC VYIPaBICHUS ONepaTUBHBIMU
NEPEKIIIOUEHUSIMU; KPOME TOro, Ha OCHOBE J3TOr0 aHaliM3a MOXET OCYLIECTBIATHCA
CTpaTernyeckoe IUIaHUPOBAaHME BO MHOTHX CIy0ax sHeprompennpustuil. Takum oOpazom,
LEJIOCTHOCTh JaHHBIX HMEET IIEPBOCTENEHHOE 3HA4YeHHE [UIsl aJIeKBATHOCTU YIIPaBJICHUS
sHeprocucremMoi [7].

Kak mnpaBuio, OcCHOBHasi 4acThb arak Ha OOBEKTbl HHEPrOCUCTEMBbl U KUIIHUIIHO-
KOMMYHAJIbHOTO XO34/CTBa HANpaBlieHA Ha OrpaHWYeHHE (PYHKIMOHAIBHOCTH MO MPHYHHE
3HAYUTEIBHO OOJIBIIETO0 HKOHOMHUYECKOTO 3¢ (eKTa, MPOU3BOIMMOTO HEPaOOTOCIIOCOOHOCTHIO
CHUCTEM, 10 CPaBHEHHIO C KOCBEHHBIMH PENYyTAallMOHHBIMU MOTEPSMU. TeM He MeHee B OCTeqHIE
TOJIbI C YBETUYCHUEM SKOHOMUYECKOTO BIMSHUSL OUPIKEBBIX MMOKa3aTesIeil Ha MHBECTUIIMOHHBIC U
SKCIUTyaTal[MOHHBIE TOKa3aTeIl padOoThl SHEPrOKOMITAHU HeraTuBHasi MHPOpPMAIIHS O IOCTYIIE K
JAaHHBIM MOXET 3HAYUTENIbHO CKa3aTbCsl Ha (PUHAHCOBBIX IMIOKa3aTelsIX M IOKa3aTelsx
peanu3anuu npoekToB. [1o 3Tol npuynHe 3amuTa JaHHBIX OT KMOepaTak CTAaHOBUTCS OJJHUM U3
NPUOPUTETHBIX HANpPaBJICHUH pabOThl OTAENOB HHGOpMAaTH3aUUU M O€30MacCHOCTH Ipe-
MIPUATHMN.

CornacHo coBpeMeHHOMY mojxony [8], kubepaTakam moaBepraercs 1MeI0CTHOCTh o0mei
uH(popMalui, KOHPUIECHIIMATBHOCTh JNAHHBIX M JOCTYIMHOCTh OOCIYKHUBaHMS. DTH TPU THUIA
KuOepaTak 4YacTUYHO IIEPECEKAIOTCS, a YacTUYHO BXOJSAT B paHee OOO3HAUEHHbIE THIIbI
OKCIUTYaTaIlMOHHBIX U MH()OPMAIIMOHHBIX Yrpo3. B 3aBUCMMOCTH OT IENH BBIACTSIOT YETHIPE
OCHOBHBIE KaTeropum KkubOepaTak: Ha JOCTYIHOCTb CE€TH, Ha KOH(UIEHIMAIbHOCTb, Ha
YCTPOMCTBO U Ha JaHHbBIE. )i MPOHUKHOBEHUS W 3aXBaTa KOHTPOIS HaJa HH(POPMAIIMOHHBIMH
CUCTEMaMHM M CHCTEMaMH YIPaBJICHHs 3JOHAMEPEHHOE BMEUIATEeNbCTBO OOBIYHO HCIOIb3YET
YeThIpe METOJ]a — CKAHUPOBaHUE, SKCILTyaTaIlMIo, Pa3BeAKYy U MOJIepKaHue JocTymna. B ciydae
HHEPTOCUCTEM IO TPUYMHE OOJBIIOW TEPPUTOPUM TOKPBITHS, a TaKXKE CIIOXKHOW HepapXuu
B3aMMOJICHCTBHSI MHOTHE M3 BO3JCUCTBHUI MOTYT JIOJITO€ BPEMs OCTaBAThCS HEBBISBICHHBIMHU,
YTO TPUBOJUT K WHIIMJICHTAM, CTAaHOBSIIIUMCS BITOCJIEICTBUH JOCTOSTHHEM OOIIEeCTBEHHOCTH. B
CHJIy TOTO, YTO TIPH ATOM CTpaJaeT KpuTUdeckas WHOPaCTpyKTypa, CBEIEHHUS 00 MHIUIEHTAX
MOTYT OBITh OTPBIBOYHBIMH, TPOTHBOPEYHMBBIMU, a TaKKe, B 3aBUCHMOCTH OT CTOPOHBI
WHIUJICHTA, TPECIeIoBaTh OCOObIe MONUTUYECKHE WM dKOHOMHUYeckue menu. Kak mpaBuio,
nepBoHavyalibHble MyOJIMKallMU CBSI3aHbl C jkKajgo0aMHu pPSAAOBBIX MOTpeOUTENEH CEepBUCOB Ha
HEJOCTYIMHOCTh WJIH OTPaHUYCHHYIO ()YHKIIMOHATBHOCTh, U TOJBKO CITYCTS HEKOTOPOE BpeMs
BO3MOJKHO pa3TJiallieHue CBEJIECHWU O MPHYMHAX, a TAKXKe OICHKa IOcCieaAcTBUi. B Tabmmie
MPHUBEICHBI HanOoJee 3HAUMMbIE UHITUACHTHI, TTOBJICKIIINE 32 COO0N 3HAYUTENHFHOE BO3PACTaHUE
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pyUucCka Jid KM3HU W 3J0POBbSA HACCICHUSA, a4 TAKXKC MNPUBCAIINME K MACCOBOMY HCIOOTIIYCKY
QJICKTPOSHCPI'UM.

WMHUIUACHTHI B 2JIEKTPUYECKUX CETAX U HA MJIEKTPOIHEPIeTUYECKUX TPEATPUATHAX,
BBI3BaHHBIC 3JI0HAMEPEHHBIM BO3EHCTBHEM Ha HH()OPMAIIMOHHYIO HHPPACTPYKTYPY

HNHunuaenT Mecsin, Onucanne coOLITHA
roj
1 2 3
Bo Bpewms npoBenenus obcnyxuBanus ADC J[pBuc-becc
Orkmouenne ADC | STupaps, ObLJIa TTOJIHOCTHIO 00ECTOUYCHA. Hpnqmia — HEBO3MOX-
Jiosic-Bece, CIIA | 2003 HOCTb HUCII0JIb30BAHUS aBTOMATHYECKON CHCTEMbI MOHU-
TOpUHTa 0€30ITaCHOCTH H3-3a MOPAKECHUS BUPYCOM («Uep-
Bem») Slammer
AsapuitHoe otkmouenne ADC Xary (mrat Jxopkua)
Otxmouenne ADC | Mapr, 10 MPUYMHE HEBO3MOXKHOCTH OOHOBJIEHUS IPOTPAMMHOI0
Xaru, CIIIA 2008 o0ecrneveHus, yCTaHOBICHHOTO Ha €IMHCTBEHHOM KOM-
NBIOTEPE UcIeTIYepa
«UepBoy» Stuxnet, pazpaboTaHHBIN CHEIUATBHO IS TI0-
Wronp, pakeHHs yCTaHOBOK JJisi oOoramieHus ypana B Upane.
«YepBb» Stuxnet
2010 PacrmipocTtpassiiicss 1o KOMIIBIOTEpaM CTOPOHHUX IOJIB30-
BaTeseil, He OKa3bIBas 1eCTPYKTUBHOIO BO3JEHCTBUS
[IpeanonoxutenbHO, KMOEpaTaKka Ha CUCTEMY aBTOMATH-
BiokayT B Mapr, gyeckoro koHTposst ['9C «3ab ['ypu» (1o 3asBneHusIM
Benecyniie 2019 MpaBUTENbCTBA BeHecyanbl) mprBesna K OTKIIFOUEHUIO
obopynoBanus '9C u npexpaiieHuIo JeKTpocHaA0KEeHUs
noutu 80 % moTpeduTeneit crpansl [9]
Xakepckas ataka Ha ATaka 1o kaHajiaM nepefadv HH(GOpMaluu IprBesa
OUHCTHELE K TIOJTy4€HUIO BO3MOKHOCTH Y/IaNIeHHOTO YIIPaBIIeHH
P —— ®eBpasb, | THPOPMAITMOHHON CUCTEMOM OUHCTHBIX COOPYKEHHM
2021 Y CTaHUUW BOJOMOJATOTOBKH B mTare. Llenbio Bo3aeicT-
B mrare dunopuna,
CIIIA BUS OBLJIO yBEJIIMYEHUE BBEACHUS THAPOKCUAA HATPUS
(enxuit Hatp, NaOH) 1o onacHoro ypoBHs
Bupyc, conepxapiuiics B 0OHOBIEHUH IPOIPaMMHOTO
obecnieuenns komnanuu SolarWinds, mo3Bomi momy4uTs
ArTaka yepes (YHKIIUHU yAAJIEHHOTO aIMUHUCTPUPOBAHUS IPUMEHH-
IIPOrpaMMHOE Jlexabps TENBHO K ThICAYaM TEJIEKOMMYHHUKAIIMOHHBIX CETEH.
obecrnieyeHre KoM- 2020 " | KeprBamu araku ctanu MunuctepctBo gpuaancos CILIA,
rmanuu SolarWinds, HarmonansHoe ympaBieHUE MO TEIIEKOMMYHHUKAITUSAM H
CIIJA nHpopmanuu, MunuctepctBo Topropiu CIIA,
MuHHCTEpCTBO BHYTPEHHEN 0€30MaCHOCTH, OTAETIbHBIE
KoMIaHuM 3Heprerudeckoro cekropa B CIIIA u EBpone
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OxoHyaHue TaOIULBI

1 2 3
ATaka Ha ceTeBbIC B pesynbrate Bo3aeicTBUSI MHOTHE CETH TIEpeIadun
00BEKTHI KpuTHYe- | Maii, JTAHHBIX OKa3aJIUCh OTKJIFOYCHBI OT HHTEPHETA, YTO
ckoi uH(ppactpyk- | 2023 OTPaHUYMIIO BO3MOKHOCTH TIEpeIaun JUCTIETYCPCKOM
Typsl Jlanuu UHPOPMAIIUU B €ITUHYIO SHEPTOCHCTEMY CTPAHbI
SuBaps Cucrema opraHu3aiuu BSaHMOI[eP'ICEBPISI ¢ mob30BaTe-

[Toxuienue naH- 1/1 JSIMH Y YIIPABJICHHE KOPIIOPATHBHOM CUCTEMOM XpaHEHUS
HBIX Y KOMITAaHUH 5 uHpopManuu ObUTH CKOMIIPOMETUPOBaHbL. B pe3yinbrare
Schneider Electric 12{8; 4pb’ B3JI0Ma OBUTH YKPAJICHBI JaHHBIC TPOCKTOB M JIMYHBIC

JTAaHHBIC MTOJIb30BaTEIICH
B3nom cuctemsbl

JleMOHCTpaInust yI3BUMOCTH CHCTEMBI YIIPABICHUS
yIpaBJICHUS ILJIO- Amiperb,
TuHoit Rizevatnet, 2025 0 MPUYMHE MTPOCTOrO Maposis. YiiepO HaHEeCEeH He ObLT

(cryck BOZIBI OBbLT YBEJIMYCH TOJIBKO Ha 5 %)

Hopgerus

OueHb YacTO HE3aMEUEHHBIM OCTAeTCsl BMEIIATEIbCTBO, HANPABICHHOE UCKIIOYUTEIBHO
Ha cOop uHpopmanuu. Hanmpumep, B KOHTEKCTE aTak Ha KOH(UACHIUAILHOCTD, HAIICICHHBIX HA
MOJIyU€HUE JIaHHBIX OO0 MHCIONb30BAaHUM JJIEKTPOIHEPIHU, CIIEJYyeT OTMETUTh «UHTEl-
JIEKTyaJIbHbI€» CUETYMKH, YCTAHOBJIEHHBIE Yy MOTpeOUTeNeld U SBISIOLIMECS BOIUIOIEHUEM
xonnenuuu 10T (anrm. Internet of Things, uHTepHer Bemieit). JlaHHBIC CUYETYUKHA COOMPAIOT
o ApoOHyI0 HH(OPMAIHIO O TOTPEOIEHUH JEKTPOIHEPTHH HECKOJIBKO pa3 B 4ac, MOTEHLIUAIBHO
packpeiBas KOH(QHIEHIMAIbHYIO MH(OpMAIMIO, TaKyl0 KaK €XeIHEBHBIH pacropsiOK >KU3HU
nomosrnaznensues [10, 11]. 3Hanne o pexume NPUCYTCTBUS MO3BOJISIET MOBBICUTH YCIEIIHOCTD
KBAPTUPHBIX Kpaxk. OOHapyKeHUE YTEUKH JAaHHBIX U3 CXEM HCIOJIb30BaHMS MMEET peliaroliee
3Ha4YeHHE B 3TOM clieHapuu. IIpesHa3HaueHHbIe B MEPBYIO OYepedb /Ul YMEHBIICHUS XUIIEHUH
HEPIUU 3a CYET YCOBEPIICHCTBOBAHHBIX AaJrOPUTMOB BBISBICHUS AHOMAJIUN B DIEKTPO-
NOTpeOJIEHUN, MHOTHE U3 «YMHBIX)» CUETYHMKOB, [0 NMPUYMHE HECOBEPIICHCTBA MPOTrPaMMHOIO
o0ecrieyeHHsT WM 3aBEAOMOTO  YIPOLIEHUS MHKPOIPOLIECCOPHOM  COCTaBISAOMEN s
yIIEeUIEBICHNs TPOU3BOJICTBA, UMEIOT YPE3BbIYaHO HU3KUH YPOBEHb 3alIUIIEHHOCTH. B cBs3M C
TUM TIOJIYy4Y€HHE JaHHBIX CO CYETYMKOB, a TaKXe€ BO3MOXHOE IepernporpaMMUpOBaHNE
U3MEPUTENIbHOTO YCTPOMCTBA, HAIMpaBIEHHOE Ha HCKaXEHHE pPe3yJbTaToB, MMOTEHIIMAIBHO
peaiuzyeMo MpH HE3HAYUTENbHBIX BPEMEHHBIX 3aTpaTax C HCIIOJIb30BAHUEM JOCTYIHBIX
uH(pOpMalMOHHBIX cpeacTB. C ydyeToM TOro, uTO, KaK IPaBWJIO, HHUKAKUX CPEJCTB,
OTPaHUYMBAIOLINX TONBITKA TOJKITIOUEHUS, B «YMHBIE» CUETYMKM HE BCTPOEHO, Haubojee
IPOCTON M OTHOBPEMEHHO BBITOHOM sIBIIsETCS aTaka nepedopom (brute-force).

OTnenbHO CTOUT OTMETHTh HaJMUUE YSI3BUMOCTEH, CBSI3aHHBIX C HAJIMYHUEM CEPBUCHBIX
KOJIOB U PEXHUMOB JOCTyNa, MpeAHAa3HAYEHHBIX JUIl TEepBOHAYAbHOW HACTPOMKH, a TakKxke
00CITy’)KUBaHUS U3MEPUTEIHLHOTO KOMITJIEKCAa B PaMKax MPOBEPKU pabOTOCIIOCOOHOCTH U MOBEPKU
npubopa. JlocTynmHOCTh pa3MerieHus: HGOpPMAIUK B HHTEPHETE NMPUBEJIA K TOMY, YTO CBEICHHS
00 yKa3aHHBIX KOJJaX CTAHOBATCS OOIIEM3BECTHBHIMH B TE€UCHHE HEMPOJODKUTEIBHOTO BPEMEHH,

53



Ne 1 (29), 2026 BectHuk TBEpCKOro rocygapcTBEHHOI0 TEXHUYECKOIO YHUBEPCUTETA

Cepust «CTpOUTENBCTBO. DIIEKTPOTEXHUKA U XUMUYECKUE TEXHOJIOT UM

OpUBOAS K MAacCOBOMY HCIIOJIb30BAaHHMIO YKa3aHHOW Opemd B 3alUIIEeHHOCTH (DYHKIMOHU-
pPOBaHMsI CUCTEMBI yuyeTa. B cuily yHMBEpCaJbHOCTH KOJa, 3allMCAHHOTO B MHUKPOIIPOLIECCOPE
M3MEPUTENIBHOTO YCTPOMCTBA, JIJIsl HECKOJIBKUX CXOAHBIX YCTPOMCTB (MOJIENEH CUETUNKA) MOXKET
OBITH UCTIONB30BaH OOIIMIA KOJ] TOCTYIIA.

B wmmpe pacrer wuHTEpeC CO CTOPOHBI PECYpPCOCHAOKAIOMIMX KOMIIAHMH K
LHEHTPAIM30BAaHHOMY COOpY MOKa3aHUM cUCTeM yuyeTa. B CBs3U ¢ OrpaHUYEHHON BO3MOKHOCTBIO
10 TPOKJIAJKE JOTIOJIHUTENbHBIX JIUHUI KOMMYHUKALIUA MEXIY CPEACTBAMM Y4E€Ta U CUCTEMOU
cobopa u 00paboTKH MHGOPMAITUU TPEIMOYTEHUE OTIACTCSI CHCTeMaM OECIPOBOJHON mepenadu
uHpopManuu (B paavoAMana3oHaXx COTOBOM CBA3M — Ui OOJIBIIOrO pajguyca INepefadyd WM
nocpenctBoM Wi-Fi 1uist Manoro), a Takxke CUCTEeMaM Iepeladyd CUTHAllA HEIOCPEICTBEHHO IO
anekTpuueckuM nuHUSAM (Power-line communication, PLC). Henoctatkom 00ouX yka3zaHHBIX
BUJOB KOMMYHHUKAI[MM C TOYKH 3pEHHUs O€30MaCHOCTH SBJIAETCS HCIIOJIb30BAaHUE ILUPOKO-
BEIATENIbHBIX TEXHOJIOTUM Mepelaud CHUrHajla, YTO I03BOJIAET, MPH HEKOTOPBHIX YCIOBUSX,
OCYILLIECTBIIATh ~ CKPBITBIM IepexBaT HHPOpPMALMU, a TakKe OKas3blBaTh BO3/CHCTBUE,
HalpaBJIEHHOE Ha CO3/1aHUE ITOMEX, OPaHMUYMBAIOILUX €€ Iepeady.

B oriamume oT Apyrux BUIOB KOMMYHHMKAIMW, Tepenada HHQOpPMAUU B CETSIX
HHEPreTUUECKUX KOMIIAHUN MEHee IMOJBEpKEHa aTakaM, COBEPLIAEMBbIM IPHU MOMOIIM METOJOB
COLIMAJIHOW WH)KEHEpUU. OIJTO CBS3aHO C TEM, YTO OCHOBHBIMM y4YacTHHUKaMu OOMeEHa
uHpOpManreil BBICTYNAaIOT WHPOPMALMOHHBIE CHCTEMbl C MUHUMAJIbHBIM y4acTHEM YelIOBEKa.
Tem He MeHee yBenWueHHE (QYHKIMOHATBHOCTH TAaKWX YCTPOWCTB 3a CUYET J00aBIICHHUS
UHTEPIIPETATOPOB 53bIKOB (Hampumep, Python) mnpuBoAMT K MOSIBJICHUIO BO3MOXHOCTH
CTOPOHHETO HEJETUTUMHOIO BO3JEHCTBUS Ha paboTy 3a CUET MOAMEHbI KOMIIOHEHTa CUCTEMBI B
pe3yJIbTaTe LEICHANPABICHHOIO BO3ACHCTBHS Ha PEMO3UTOPUM XpaHEHHUS NCXOQHOro Kozaa [12].
C yueToM pOCTa KOJMYECTBA 3aJ€HCTBOBAHHBIX MPOrPaMMHBIX CPEICTB, a TaKXke
JIEIIEHTPAIM30BAHHOTO MOAX0Ja K UX pa3paboTKe yBEIMUMBACTCS KOJIMYECTBO MOTEHIUAIBHBIX
nyTeil BMeIIaTeNbCTBAa B IPOTPAMMHBIA MEXaHHU3M pabOThl MHOTMX COBPEMEHHBIX CPEICTB,
IIPUMEHSIEMBIX B dHepreTuke [13].

OTnenbHO CTOMT OTMETHTh YUYAcCTHBILMECS Cly4dal WHTETpallid CTOPOHHMX HEaBTO-
PU3UPOBAHHBIX 3JIEMEHTOB B CUCTEMbI cOOpa 1 00pabOTKM TereMeTpuyeckor MHpopMarmu, 4to
BBI3BAHO JKEJIAHUEM YacTH MOTpeOHuTeNel YMEHbIIUTh BEIWYMHY IUIATEKEH 3a 3JIEKTPUUYECKYIO
DHEpPrulo, a TaKKe CTPEMJICHHMEM HEKOTOpBIX TOCYJapCTB HMETh JOCTYN K KpPUTHYECKOU
uH(ppacTpyKkType cTpaHbl-KoHKypeHTa [14]. Kak mpaBmiio, 3T0 CBA3aHO € Te€M, YTO MaccoBOE
MIPOU3BOJICTBO DJIEKTPOHHBIX KOMIIOHEHTOB, OCOOEHHO C UCIOJb30BaHUEM COBPEMEHHBIX
TEXHOJOTMYECKHX IPOLECCOB, cocpenoToueHo B crpaHax HOro-Bocrounoit Aszuun. Crpanbl-
3aKa34MKU OMNPEIENIIOT TOJIbKO OOIIMe TeXHUYEeCKHe TpeOOBaHMs K U3/EIUI0 U HAMHOTO pexe
ABIIAIOTCS pa3paboTYMKaMHM NPUHOUMOHAIBHBIX cxeM. [lo 3Toif mpuumHe ¢dakT Haauuus
HEJIETUTUMHBIX KOMIIOHEHTOB MOJKET JIOJITO OCTaBAaThCS HEBBISABIEHHBIM, YTO YBEIMUYMBAET KaK
PHCKH BO3JEHCTBHSI CO CTOPOHBI pa3pa0OTYMKa YyKa3aHHOTO YCTPOMCTBa (WM HETo-
CPEACTBEHHOI0 3aKa3uWKa JTaHHOTO BO3JEHCTBHSA), TaK U CO CTOPOHBI JPYTUX CYOBEKTOB,
MOJYYMBIIUX JOCTYN K MH(POPMAIIUN O HAMYUU ONpeAeTIeHHON ysI3BUMOCTH. B naHHOM ciydae
HaJIMUUE YyA3BUMOCTH, 3aJI0)KEHHOM HEMOCPEICTBEHHO B CXEMOTEXHHUKY DIIEKTPOHHOI'O
KOMIIOHEHTA, JIEJIA€T €€ yCTPaHEHHE NTPAKTUUECKH HEBO3MOMKHBIM.

CratucTuka arak, yYuThIBaIOUIass HEB3aUMOUCKIIOYAIOUINE (aKTOpbl, OTMEYAET POCT
Yuciaa aTak Ha TOIUIMBHO-3HEpreTHyeckuit komriekc Poccuiickoit @enepamuu Ha 40 % 3a

54



Ne 1 (29), 2026 BectHuk TBEpCKOro rocygapcTBEHHOI0 TEXHUYECKOIO YHUBEPCUTETA

Cepust «CTpOUTENBCTBO. DIIEKTPOTEXHUKA U XUMUYECKUE TEXHOJIOT UM

nepoe nosyroaue 2025 roma [15]: M3 Hux 67 % atak HaYMHAOTCS C (UIIHHTOBBIX IMHUCEM,
HaNpaBJICHHBIX HA MOJIYYEHHUE JIOCTYIa K MHPOPMALMOHHON HHPPACTPYKTYPE MPEIIPUATHUS;

41 % arak HampaBlieHbl Ha NPOMBIILICHHBIM MIMHOHAX C IO MOJIYYEHHUS JaHHBIX
UCCIICIOBAaHUA W TEPCHEKTUBHBIX pa3pabOTOK s TOCIEAYIOUeH HX Nepenpoiaxu WM
UCTIOJIb30BaHUs HHCAIIepCKON MHPOPMALIMU HA PBIHKE LIEHHBIX OyMar;

25 % narneneHsl Ha (UHAHCOBBIC JAHHBIC JJIS TTOTYYEHUS PUOBUTN HA PHIHKE aKIIHIA;

17 % coBepmaroTcs XakepamMH M HOCSAT JECTPYKTHUBHBIA XapakTep, HalpaBlICHHBIH Ha
JOCTH>KEHUE OTPEICTICHHBIX MOIUTUYECKUX UITH COLIMAIBHBIX IeNeH;

17 % uMeroT CMEIIaHHYI0 MOTHBAITHUIO.

bospmiass yacTh TEXHHYECKMX MEpPONPUATHHA, HAlpaBIEHHBIX HA 3JI0HAMEPEHHOE
BO3/ICHUCTBUE HA DJIEKTPUYECKHE CETH, MOXKET ObITh OTHECEHA K OJHOMY U3 YKa3aHHBIX HHXKe
THUIIOB:

1. Artaka c BHEJpEHHEM JAHHBIX B SHEPIOCHUCTEMBI, U3BECTHAs TaKXKe KaK MaHMITYJISALUSA
JaHHBIMHU. DTO THUIl KUOepaTaky, 3aKIFOYAIOLIMICA BO BHEAPEHUHU JIOKHBIX MM BPEIOHOCHBIX
JTAHHBIX B CHUCTEMBI yIIpaBlieHHUsI sHeprocucreMoil. Llenblo JaHHBIX aTak SIBJISETCS HapylleHUe
HOPMaJIbHOW pabOThl SHEPrOCUCTEMBI M MOTEHIIMAILHOE TMOBPEKACHNUE CUCTEMBI. Takue aTaku
MOTYT TpPUHUMATh pa3iuyHble (GOpMBI, HO OOBIYHO OHM 3aKJIIOYAIOTCI B TOM, 4YTO
3JIOYMBIIIICHHUK BHEIPSET JIOKHBIE WJIM BPEIOHOCHBIE JAaHHBIE B CHCTEMBI YIPABICHHS
HHEProcucTeMON, 4TOOBI BBECTM ONEPATOPOB B 3a0iyKJIE€HUE WU BbI3BaThb cOOM B pabote
cucreMbl. Hanpumep, 3710yMBIIUIEHHUK MOKET BHEIPHUTDH JIOKHBIC JTaHHBIE O HEHMCIPABHOCTH B
DIIEMEHTE DSHEPrOCUCTEeMBI. [IpM OrpaHMYEHHBIX BO3MOXHOCTSX KOHTPOJII W MOHHTOpPWHTA
OTIePATUBHO-JMCIIETYCPCKUI MEePCOHAN TPEANPUMET JCHCTBHS, HANPaBICHHbIE HA YCTpaHEHUE
HEHCIIPaBHOCTH, a TAK)K€ Ha INPeloTBpaIlleHNe BO3MOXHOIO HEraTUBHOTO PA3BUTHUS CUTYAIHH,
BBI3BAaHHOM OTKa3oM. B 3TOM ciydae 4YacThb SHEProCUCTEMbl MOKET OBITh BBIBEJCHA U3
IKCIUTyaTallMi. ATakd C BHEJIPEHUEM JIaHHBIX OOHApPYXHUTh CIOXHO, MOCKOJIbKY OHH YacToO
HOJpa3yMeBalOT BOPOC HEOOJBIIOr0 KOJIWYECTBA JIOKHBIX JAHHBIX B CHCTEMBl YIpPaBICHHUS
sHeprocucteMoil. VX Taxxe CI0KHO MPEeIOTBPAaTHTh, TOCKOJIBKY 3TO TPeOYyeT BHICOKOTO YPOBHS
JIOCTyINa K CHUCTeMaM yIpaBieHUs sHeprocucreMoid. OmnepaTopaM 3HEProcUCTeM HEOOXOANMO
BHE/IPATH HAJIC)KHBIE MEPbI KOHTPOJIS U PE3epBUPOBAHMS Nepeaun HHPOPMALIUHU AJIS 3aIIUTHI OT
NOJOOHBIX aTaK.

2. Ataka ¢ UW3MEHEHMEM HACTPOEK pEJeHHON 3aluThl B JHEPrOCHCTEMAax. OITO
cnenuduyeckuid T KHOEpaTaku, BKIFOYAIONIINI N3MEHEHNE YCTAaBOK CPAOATHIBAHUS PA3IMIHBIX
3alIMTHBIX pelieé — DJIEKTPUUYECKUX M DJIEKTPOHHBIX YCTPOWCTB, KOTOPBIC HCIIOJIB3YIOTCS IS
ABTOMATHYECKOTO OOHAPYKEHHSI U pearnpoBaHMs HA aHOMAJIbHBIE COCTOSIHHSI B DJHEPTOCHUCTEME,
TaKMe KaK KOPOTKHE 3aMBbIKaHHS, Meperpys3ka, OTKIIOYEHUE HaNpsOKeHHs. 3alluTHBIE pele
SIBIISTIOTCSI B&KHBIM KOMIIOHEHTOM CHCTEMBI 3alIUTHl DHEPTOCHCTEMBI, TTOCKOJIBKY TOMOTArOT
o0ecneunTh CTaOMIBHOCTh U HAJEKHOCTHb paboThl ceTtu. Ilpu arake ¢ M3MeHEHUEM HaCTPOEK
peJie 3JI0yMBIIIUIEHHUK MOXET MOIBITaThCsl MAHUIYJIMPOBATh UX HACTPOWKAMHU, YTOOBI HAPYILIUTh
HOpPMaJIbHYIO paboTy sHeprocucreMsl. Hampumep, OH MOXKET MU3MEHUTh HACTPOMKH pelie TaKuM
o0Opa3oM, uTOOBl OHM HE pEarupoBajM Ha OINpEAEICHHbIE THUIBl HEUCIPABHOCTEH WM
pearupoBajii  HECOOTBETCTBYIOUIMM 00pa3oM. OTO MOXKET NPUBECTH K MAacIITaOHBIM
OTKJIIOYCHUSAM DJICKTPOSHEPTrUH W JpYruM cOO0sIM B JHEprocucremMe. ATakH C H3MEHEHUEM
HACTPOEK peJie CIIO)KHO OOHapyXWUTh, TaK KaK B COBPEMEHHBIX CHCTEMaxX BO3MOXKHOCTb
U3MEHEeHHs ycTaBOK 3anokeHa B KoHuenuuio SMART GRID, nanpaBieHHYI0 Ha HOBBIILICHHE
CTETIEHU aBTOMATH3AIMH, a TAKXKE HA PEryJUPOBaHHUE PEKUMOB C MUHUMAIBHBIM BO3/IEHCTBHEM
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4esi0BeKa. B COBpEMEHHBIX MUKPOIPOLIECCOPHBIX PEJle HACTPOWKA YCTaBOK IPOU3BOAUTCS I1OCIIE
UX pacyera Ha OCHOBAHUHU JAaHHBIX O pexxume. Jlaxe HeOONbIIOE M3MEHEHHE KPAaTHOCTH TOKa
cpabaThIBaHMUsSI MOXKET IPUBECTH K OTKIOYEHHMIO IpU TOKaxX IEpPerpy3kd BMECTO TOKa
01HO(a3HOTO KOPOTKOTO 3aMBIKAHHUS.

3. Artaka ¢ mepenavyeld KOMaHa Ha OTKIO4eHue. [Ipu TakoM Tume aTaku yrpaBiisieMbId
opra (pesie, KOHTaKTOp) pa3MbIKaeT LElMb KOMaHIOW, IIOJYyYEHHON W3 yIaJIeHHOIo
MECTOIO0JIOKEHUS. L{enbto B JaHHOM citydae sSIBJISIETCS OTKIFOYEHHUE CUIIOBOIO KOMMYTAllMOHHOIO
000pyJIOBaHUS, YTO MOXET TPUBECTH K JABHHOOOPA3HBIM MACIITA0OHBIM OTKJIIOUCHHSIM
3JIEKTPOIHEPTUU U APYTrUM cOOSIM B dHEProcucreMe. ATakM JIOCTaTOYHO CJIOKHO BBIIBUTH, TaK
KaK, KaK IpaBuIo, 0JJOOHBIE KOMAH/Ibl YIIPaBJIECHUS MUPPYIOTCS HEAOCTATOUHO YPPEKTUBHO U
HOTOMY JIETKO MOT'YT OBITh BOCIIPOM3BE/ICHBI 3JI0YMBIIIICHHUKAMH.

Takum o6pa3zom, yHu¢ukanus oOMeHa JaHHBIMHM B CHUCTEMax IepeAayd KPUTHUYECKOH
uHpOpMaLlMY, TOCTPOCHHAs BOKPYr HOJAEPKKH IPOTOKOJIOB HAaUMEHee 3alllMIIEHHBIX
KOMIIOHEHTOB (TOAJEPKUBAIOIIUX TOJbKO cialdble BUABI IU(GPOBAHUS B CHUIY HEBBICOKOU
BBIYUCIIUTENILHOW MOIITHOCTH) HETaTUBHO CKa3bIBaeTCs Ha 0O0Ied MHPOPMALMOHHON 3aluIleH-
HOCTU JHeprocucreMbl. OrpaHWYeHHE IIOCTaBOK 3JIEKTPOHHBIX KOMIIOHEHTOB, BBI3BAaHHOE
CaHKLUMOHHBIM JAaBiieHueM Ha PO B 2022-2025 ropax, a Takke OTCYTCTBUE WJIM OTpaHUYEHHAas
IIPEJICTABICHHOCTh Ha PBIHKE 3TUX KOMIIOHEHTOB POCCHICKOrO0 NPOU3BOJACTBA IMPHUBOJAAT K
BBIHY)KJICHHOMY CHIDKEHHIO TEMIIOB BHEAPEHHSI «IIM(PPOBBIX MOJCTAHITUI.

Ananu3 nyonukanuii [16-18] mokassiBaer, 4TO TeMa 3alIUThl OT HEABTOPH30BAHHOTO
U JIECTPYKTUBHOTO BO3JEMCTBHSI Ha HHEPreTMUECKHe KOMMYHUKAIMM PETYJISpHO MOJHHUMAeETCs
ABTOPUTETHBIMU OPTraHU3ALMSIMH, OJIHAKO, B CHIIy T€T€pPOr€HHOCTH BCEro MH(OPMAIMOHHOIO
IPOCTPAaHCTBA CHCTEM YIPABJICHUS DHHEPreTUKOW (B TMEpBYIO odepeab — €€ JIIEeKTPo-
HHEPreTUYECKOM COCTABIAIONIEH), BONPOC MOKET OBbITh peIIeH TOJbKO B paMKax pa3paboTKH
YHU(DUIUPOBAHHBIX MEXIYHApPOAHBIX CTAHJAPTOB, B KOTOPHIX OCHOBHBIMH MPUOPUTETAMU
CTaHyT UMEHHO HaJ&KHOCTh U 0e30macHoCTh. HeKoTopble MOABMKKHY B 3TOM 0071aCTH MO3BOJISIOT
Ha/eAThCS HAa TO, 4TO B OMKaiiime rojpl MpH IJIAHWPOBAHUHM CTPOUTEIHCTBA HOBBIX U
MOJICPHU3AIIUM CYLIECTBYIOIIUX CUCTEM YIIPABJIEHUS B SHEPreTUKE MPEANOYTEHHs MO BHIOOpY
TEXHUYECKUX PpEIIEHUN CMEeCTATCS B CTOPOHY BBICOKOHAQJEKHBIX (BO BCEX OTHOIICHHSIX)
pemieHHiH. OTKPBITOCTh apXUTEKTYPHl M COOTBETCTBME CTAaHAAPTaM IO3BOJIAT JTOOUTHCS
CHI)KEHUSI PUCKOB HEraTHBHBIX MOCIEACTBUN MO MPUYMHE JOCTYITHOCTU ayAUTa JJIsl BBISABICHUS
BO3MOXXHBIX HENpeJHAMEPEHHBIX, a TaK)Ke CIelUalbHO BHEAPEHHBIX ysI3BUMOCTe. B cumy
OTCYTCTBHUSI HEOOXOAMMOCTH B YpE3BbIUAlHO pA3BUTHIX TEXHOJOTMYECKHX IIpoleccax s
MIPOU3BOJICTBA MOJOOHBIX AJIEKTPOHHBIX KOMIIOHEHTOB BBIMYCK MOJOOHBIX MUKPOMPOIIECCOPOB
MOKET OBITh HaJlaX€H M Ha 0a3e TEeXHOJOTHH, MMEIIIUXCS B JOCTYIE y MHOTHX CTpaH
(TexHONIOTMYECKHE HOPMBI IMPOEKTUpPOBaHUA — OT 65 10 130 HM), BKIIIOUash TEXHOJIOTHMYECKHE
MorHoctr Poceniickoit @enepanyu.
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