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AHHoTanus. B craree npezicraBieHa Mozenb LHUPPOBOrO JBOMHUKA, IPEAHA3HAYCHHAsS
TSI KPUTUYECKH BaKHBIX KuOepuH@pacTpykTyp. OHa cocpefoTOYeHa Ha aHaIM3€ BO3MOMXKHBIX
npo0ieM, BO3HMKAIOIMX IMPU MHTErpalliyd  BBIYUCIMTENbHBIX, KOMMYHUKAIMOHHBIX U
¢u3nUecKuX KOMIIOHEHTOB JaHHBIX KuOepuHppacTpykTyp. Ocoboe BHUMaHUE YAEISIeTCS
JEKTPOIHEPIETUUECKOMY CEKTOPY, ITOCKOJIBKY HapyILIEHUs €r0 yCTOMYMBOCTH MOTYT IIPUBECTU
K CEpbE3HBIM pPHUCKaM sl cTpaHbl. JUIs paciiMpeHus BO3MOXKHOCTEW B3aUMOAECHCTBUS C
CHCTEMOM, TMOBBIIIEHUS OCBEJOMJIEHHOCTH O MPOMCXOJAIIMX COOBITUSX M YIy4LIEHHUS Mep
pearupoBaHMsl Ha KUOEpUHLUAECHTHI pa3paboTaHa KOMIUIEKCHass Mozeinb. OHa OCHOBaHa Ha
UCCIIEIOBAaHUSIX B 00J1IacTH MH(OPMAILIMOHHON 0€30IacHOCTH, CUTYallUOHHON OCBEIOMIIEHHOCTH
U QopmupoBaHUS OOWEH omepaTuBHON KapTWHBL. [IpuMeHeHHe MoOAenn CrnocoOCTByeET
COKpAILIEHUI0 BPEMEHHM PEearMpoBaHUs, YTO MO3BOJSIET MUHMMHU3UPOBATh yiiepO OT Kubeparak
JUISL DJIEKTPORHEPIeTUYECKUX CUCTEM. B 3akitoueHue oOCyKIeHbl NEPCIEKTUBBI MPUMEHEHUS
JAHHOTO TMOJXO0Aa B OYyIOyIIMX MCCIEJOBAaHUAX M OTMEYEHa ero 3HAa4uMOCTb JIJIs
AIEKTPOIHEPIETUKHU.

KuroueBbie cioBa: nudpoBoil ABOWHUK, YyCTOMYMBOCTh, pearnpoBaHUE Ha MHIIMJCHTHI,
IIPEAOTBPALIEHUE UHIIUJECHTOB, CUTYallHOHHAsl OCBEJOMIICHHOCTb, NCKYCCTBEHHBIA HHTEIUIEKT.
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ConuanbHble, )KOHOMUYECKUE U MTOJIMTUYECKUE CUCTEMBI B 3HAUUTEIBHON MEpE 3aBUCAT
OT KpuTHuecku BaxHbIXx kuOepuH@pactpykryp (CCI), xoTopble 0O0ecneunBalOT KIIOYEBBIE
yCIOyru JUisl UX (YHKUHMOHUPOBAHMs. 3a MOCIEIHUE JBaALATh JIET 3TU CHCTEMbl aKTHBHO
MHTETPUPYIOT BBIYMCIUTENbHbIE, KOMMYHHMKAIIMOHHbIE U KuOepdusnueckue KOMHOHEHTHL. C
OJTHOW CTOPOHBI, Takas MHTErpalus MOBBIMLACT YA00CTBO, 3()(PEKTUBHOCTH U YCTOMUYUBOCTH
cucteM. C Jipyroil CTOpOHBI, BBIXOJI B KHOEPIPOCTPAHCTBO COMPOBOKIACTCSI HOBBIMH PHUCKAMHU.
OcHoBHas mpobyieMa COCTOUT B TOM, YTO yKa3aHHbIE HH(PPACTPYKTYPHI CTAHOBATCS YS3BUMBIMU
K KkuOeparakam, KOTOpbIE HAaNpaBieHbl KaK Ha CHUCTEMBbl YINpaBICHUS, TaK M Ha Kpaxy
JaHHBIX [1].

B HacTosimelt cratbe GoKyc clenaH Ha SHEPreTHUeCKOM CEKTOpe, OCOOEHHO Ha aHaIH3e
anekTposHeprerndeckux CCI, Takux Kak omepaTopsl 3JeKTpocereil. YsA3BUMOCTH IHM(POBBIX
CUCTEM U JUINTEIbHOE BO3ACHCTBHE pACIIMPEHHBIX MOCTOSHHBIX yrpo3 (APT) co3nator
Cepbe3Hble PUCKHU U TOTEHIMATbHO MOTYT HAHECTH yHIepO MOJUTHYECKUM M SKOHOMUYECKUM
cucTeMaM, a TakXe MMOCTAaBUTh IOJ] YIpo3y HallMOHAIbHYIO Oe3omacHoCcTh [2]. Takum obpazom,
st obecrieuenust ycronuuBoctu CCI HeoOxonnMo pa3zpabaTbiBaTh M BHEIPSITH 3(PPEeKTUBHBIE
MEXAHU3MBI ITPETOTBPALIEHNS] MHIIMJIEHTOB U PEarupoBaHus Ha HUX.

B pamkax crathu npeacrasieHa mojaenb kuoepycroitunBoctr st CCL. Ona o0benunseT
npopMIaKTUKy ¥  pearupoBaHHWE Ha Pa3IMYHbIX YPOBHIAX OpraHW3aluy, Mpeiaras
WHTETPUPOBaTh cucTeMy IM(poBbiXx nBOMHUKOB [3, 4]. lludpoBsie IBONHUKH TO3BOJSIOT
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co3naTh O€30MacHYI0 TECTOBYIO cCpeay Juii KHOeppU3MUECKHUX CHUCTEM, IOBBIIIAIOT
CUTYallMOHHYIO OCBEJIOMJIEHHOCTb U 3()(PEKTUBHOCTH OINEPALIMOHHBIX CIIEHAPHEB, YTO YIYyYIlaeT
KOODJAMHAIMIO TPU pearupoBaHMM Ha HWHIMIACHTHI, KUOEPTOTOBHOCTh U  YIpPaBJICHUE
KUOEPHUHIIUICHTAMH.

[Ipenpiaymume uccienoBanus B 00JacTy yHpaBieHUs HHPOPMAIMOHHONW 06€301acHOCTHIO,
aKIIEHTUPOBAHHbIE HA MHIMJCHTAaX, COCTABIIAIOT OCHOBY JUIS METOJla HMCCIEAOBaHUA AMU3aiiHa
nevcteuit (ADR) [5]. Ota koHuenTyajdbHas MOJIeJIb BKJIIOYaeT B €e€0s BO3MOXKHOCTH JUIst
oOHapyxenus atak Ha CCI ¢ moMomIbio JeTallbHOM aHANUTUKY JAHHBIX U IPUYUHHOTO aHalln3a,
MO3BOJISIONIETO ONPEACNATh WCTOYHUKH aHOMAJIMH, YTO JaeT BO3MOXKHOCTb HCIIOJIb30BATh
nuppoBOro JABOMHMKA [UIsl TECTUPOBAHUS CTpaTErwii CMATYEHUs MOCIEACTBHM, BKIIOYas
IIPEBEHTHBHBIE MEPHI 1 0OyUeHHE.

B nwureparype 1o KuOepyCTOMYMBOCTH BBIACTSIOT JBE KIIOYEBBIE MapagurMbl,
NpUMEHSIeMbIe OpPTaHU3alUsIMH Ui 3aIIUThl CBOMX HH(OPMALMOHHBIX PECYPCOB: Mapagurmy
MPEIOTBPALICHHS U MTapaIurMy pearupoBaHus.

[Tapagurma npenoTBpamieHus] OPHEHTUPOBAHA HA BHEIPEHHUE 3PEJTIOH CHCTEMBI Pa3BEIKU
yrpo3, aJanTHUPOBAaHHOM K HYXKJaM KPUTHYECKH BaKHOW kuOepuHdpacTpykTypbl. Takue
NPEBEHTUBHBIE CTPYKTYpPHl (DOPMHUPYIOTCSI Ha OCHOBE aHAIM3a IMPOHUIOTO OIMBITa C IEINbI0
npecKa3anus OyIyImux yrpos.

[Mapagurma pearupoBaHMs, HANpOTHB, HampaBiieHAa Ha OOECIEYCHHE TOTOBHOCTH
OpraHM3alyl K MPOTHUBOJCHCTBUIO HOBBIM, HEMpeICKazyeMbIM yrpo3am. JlaHHBI moaxon
TpeOyeT OBICTPBIX U PEIIUTENBHBIX JEHCTBUI; THOKOCTh B JAHHOM CIIydae OCOOCHHO Ba)kKHA IS
o0ecreyeHns oNnepaTuBHOrO pearupoBaHus [6].

HecmoTpss Ha pa3nuums, JaHHBIE TOAXOIBI HE HWCKIIOYAIOT JPYr Apyra W MOTYT
3G PEeKTUBHO OOBETUHITHCS I IMOBBIMICHUS YCTOWYMBOCTH M THOKOCTH opranuzaimu [7].
HekoTopbie aBTOpBI OTMEUArOT, YTO CHUTYallMsi pearupoBaHMsl B TaKOM KOHTEKCTE oOiamaer
00y4aroImyM NOTEHIMAIOM, co3/aBas «(pOPMHUPYIOLIYIO CPEy», CIIOCOOCTBYIOIYIO HHHOBAIMSM
U oOydeHHIo. XOTS OCHOBHAas II€JIb PEardpOBaHMS 3aKIIOYAeTCsl B OOECIEYCHHUU €ro
HEMPEPbIBHOCTH, YCIEUIHOE pEeLIeHHe JTOM 3ajaud  TpeOyeT YeTKOH, omnepaTHMBHON WU
CKOOPJIMHUPOBAHHOW KOMMYHHKAIIMH C TEMH, KTO OTBEYAET 32 IPEBEHTUBHBIE MEPHI [§].

Kpowme Toro, B tutepaType noJuepKuBaeTcs, 4To padoTa B IPOCTPAHCTBE CUTYAI[MOHHON
ocBetoMmiieHHOCTH (SA) yimydmiaeT ornieHKy puckoB u ympasieaue umu B CCIL. Curyarnuonnas
OCBEJIOMJIEHHOCTb OITUCHIBACTCS KAaK METOJl MOHUTOPHUHIA COCTOSIHUS CeTeBOM MH(PACTPYKTYpHhl
OpraHW3alliil W OIICHKH BJIHSHHUS TEKyIIed CeTeBOW CHTyallMd Ha KPUTHYECKHE 3a/Iadm.
[IpeumymectBa SA 3aTparuBaioT o0€ MapajurMbl M YCHUJIMBAIOTCA MPH HX COBMECTHOM
UCTIOJIB30BaHUH, TIOJIICPIKUBasi OPraHU3aI[MOHHOE 00YYCHHE.

HccnenoBanust Takke YyKa3bplBalOT Ha pPa3pblB MEXAY TeOpHed U MpPaKTHKOH B
MEKOPTaHW3alIMOHHOM YIPABICHHH KPHU3HCAMH, TJ€ KIIOYEBBIM aCIEeKTOM SIBISIETCS OOMEH
uHpopmanueit [9]. DToT 0OMeH 3ayacTyro OTCYTCTBYeT MIM paboTaeT Hed(hdeKTHBHO H3-3a
BHYTPCHHUX MOJUTHK, TAKUX KaK MPHHIUI «HEOOXOIUMOCTH 3HATh WM HE 3HATHY», KOTOPBIHA
aKTUBUPYETCS BO BpeMs Kpu3ucoB. OpraHu3aluy Takke MOTYT BO3JEP>KUBATHCS OT PaCKpPBITHS
UHPOPMANIUK H3-3a CTPATETHUECKUX WIIM PEMyTAllMOHHBIX PHCKOB. B 3THX ycnoBusx oOmias
oneparuBHas kaptuHa (COP) MOXeT CIyKUTb MOCPETHUKOM, OCOOEHHO B MEKOPTaHU3aLIMOHHOM
B3alUMOJICHCTBUMH.

[MudpoBele  IBOWHUKM UTPAIOT BAKHYIO poib B  KHOEPYyCTOWYMBOCTH  Kak
TexHoyiornueckuii apredakt. L{lndppoBoi 1BOWHUK MpecTaBiseT cO00H BUPTYaIbHOE OTPAKEHUE
busnueckoit cucremsl, Takoit kak CCI [3, 4]. B oTnnume oT TpaAMIIMOHHBIX odIaitH-Moenei, oH
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Ooiee JNETambHO BOCHPOM3BOIUT (DYHKIIMOHAIBHOCTH CHUCTEMBI, BKIIOYAas KaK (U3NYECKHE
XapakTepucTuku, Tak u WT-uHtepdeicel, MTPOTOKONBI, a TaKKe BBICOKOYPOBHEBYIO
OTIEPALIMOHHYIO M YIPaBIAONIYI0 JOruky. Kak mpaBuio, nuppoBbie ABOWHUKK pabOTaOT B
pealbHOM BpeMEHH, MapajliebHO ¢ Gu3ndeckoil cuctemon. Kpome Toro, nudpoBbie 1BOHHUKA
MOTYT HCIIOJIb30BaThCs KaK M1aTdopMa Jiisi TECTUPOBAHUS HOBBIX TEXHOJIOTUI M MTPOLEAYP.

Hecmotpss Ha mmpokoe mnpusHaHHE LUMPPOBBIX JABOWHUKOB B MPAKTUKE, OTCYTCTBYET
cHUCTeMaTHyecKass MOJIeNib, ONKCHIBAIOIAs MX OPraHM3alMOHHOE TNpuMeHeHue. Tpebyercs
uccieqoBaHue B3auMojieicTBus Mexay ydactHukamu CCl u ypoBHSIMH, Ha KOTOpPBIX OHO
OPOUCXOIUT. B 3TOM KOHTEKCTE ILeib HCCIeNOoBaHHs — pa3paboTaTh W IMPOBEPHUTH MOJEIb
KHOEpYCTOMYMBOCTU KPUTUUYECKON KHUOEpUH(PPACTPYKTYPHI C MTOMOIIBIO UHTErpaluu HudpoBoro
JIBOMHMUKA.

JluTeparypHble JaHHBIE CTajdd OCHOBOM Jisi IPEACTABICHUS pEe3yJbTaTOB MPOEKTa,
BBINIOJIHEHHOIO B paMmkax noxaxona ADR, HanpaBieHHOro Ha MOBBIIEHHE KUOEPYCTOWYMBOCTU
KPUTHYECKH BaXHOW HH(]pacTpykTypbl. ADR sBisieTcs crenuaau3upOBaHHBIM OTBETBJICHHUEM
MeTOoJla HayyHbIX HcciefoBaHui nuzaiiHa (DSR) [5], B rpaHumax KoOTOporo aHajlu3upyercs
MPOLIECC HEeMpepbIBHOM ananrtanuu apredakrta K crnenu@uke ero JOKalbHOTO NpUMeHeHus. B
METOJIOJIOTUM BBIJICIICHO TPH HCCIenoBaTeNbckux mukima DSR: crporocts, au3aiiH (wim
MPOEKTUPOBAHKE) U PEICBAHTHOCTD.

[ukn cTporocTd CBA3BIBAET MEPONPUATHS NPOEKTUPOBAHUS C CYIIECTBYIOIIMMHU
3HaHUSAMHU, OJHOBPEMEHHO MHTErpHUpPYS U pacmiupsis ux. LMK npoexkTupoBaHusi, SBISIOLIMIICS
OCHOBHBIM U3 Tpex ukiIoB DSR, ¢okycupyercss Ha uTepaTHBHOM IPOIIECCE CO3IAHUS U OLIEHKU
apredaxra. [{uka perieBaHTHOCTH YBSI3bIBAET MPOEKTHBIE 3aJlaud C MX MPAKTUYECKOH cpenoi,
oOecrnieunBasi COOTBETCTBHUE AU3aiiHa TpeOOBaHMIM peaibHbIX 3ajad. B kauecTBe TeopeTudeckon
OCHOBBI HCCIJIEZIOBAHUS OBUIM MCIIOJIb30BaHbl 3HAHUS 00 YNPAaBICHUM PUCKAMH B CIOXHBIX
TEXHOJIOTHYECKUX cucTemax [7].

IlepBoHaualbHO ~ MCIMOJIB30BAINUCH  MpPEIBbIAYLIME ~ MCCIENOBaHUS B 00jacTu
KHOepyCTOMYMBOCTHU JJIsl ONIPENIeIeHMsI IJIaBHOM MpoOeMbl MPOeKTUpoBaHus. B yactHocTH, s
pa3paboTKW MOJAETH, OPHUEHTUPOBAHHOM HAa MHUUAEHTHI U OOBEAMHAIOUICH MapajurMbl
pearupoBaHMsl U MPENOTBPALLEHUS HAa OCHOBE JABYXKOHTYPHOIO Mpoliecca OOydeHHs, ObLi
UCIOJIb30BaH MOAX0/JI, 0a3UPYIOIIMNCS Ha KOHIENTyaabHON Moaenu backepBuiis.

W3noxxeHHble paHee KOHLEIIUHU, KacarollMecs pPHUCKOB B BBICOKOTEXHOJOTHYHBIX
cucremMax, AaKTUBHO  MWCIOJb30BAJIUCh  NpU  pa3pabOTKe  KOMIUIEKCHOW  MOJeNu
KHOEpyCTOWYMBOCTH KpUTHYECKOW HH(pOpMalnoHHOW uHGpacTpykTyphl. Co3naHHash MOJEINb
npezcTaBisieT co00i TeopeTHYecK OOOCHOBAaHHBIA apTe(akT, COUETAOMUNA O00BsICHUTEIbHbIE
aCHeKThl TEOpPUl OPraHU3allMOHHOTO OOy4YeHHS C TPOEKTHOM HampaBJIEHHOCTHIO LHKJIA
JecTBUH, 11e1b KOTOPOTo 3aKiodaeTcs B o0ecreueHnH 6e30macHocTH [5].

B To ’xe Bpemsi B3aMMOJEICTBHE C MpakTUKaM{ BBISIBUJIO, 4TO 0a3oBas MOJEIb
HEJOCTaTOYHO YYMTBHIBAET BBICOKYIO CTelleHb aBTomaru3anuuu coBpeMeHHbIX CCI u wux
B3alMOCBS3b C BHEIIHMMHU cyObekTamu. Ha sTame pa3paboTku, peaqu3aluy U OLEHKH MPOEKTa
ADR y4acTHMKHM BBIAETWIM LUGPOBOM JBOMHMK M KOMIIBIOTEPHOE MOJEIMPOBAHUE KaK
KIIFOUEBBIC DJIEMEHTHI I co3maHusi kubOepyctoiunBon cTpykTtypel CCI. Drta crpykrypa
BKJIIOYAET TPU OCHOBHBIX YPOBHS, COOTBETCTBYIOIIMX BEPTUKAIbHON HepapXuu OOJBIIMHCTBA
opranuzamuii, cBsizaHHbIX ¢ CCl. TexHW4eckuil ypoBEHb OXBAaThIBAET HEMOCPEICTBEHHO Camy
CCIL, u npu BO3HMKHOBEHMM HHIMJEHTA IIPOLIECC PEArMpOBaHUs OPraHU3alUd HHULHUHPYET
oOHapyXeHHe Yrpo3bl W pearupoBaHME Ha Hee, 3a KOTOPHIMH CIIEyeT IOATBEpKICHUE
MHIMJICHTA, a Takke (ha3bl BOCCTAHOBIEHHS W yKperuleHus cuctembl. [1o Mepe mponBuxkeHus
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MEPOINPUATHM  ITOAKIKOYACTCS ONEPALMOHHBIA YPOBEHb, OXBATHIBAIOIIMKM KOODPAMHALHUIO,
KOMMYHHKAIIMIO, KOHTPOJIb U Pa3BEIKY.

@Oynkiuonupyer CCl u B Gosee mHUPOKOW SKOCHCTEME, I/I€ HA dTarne OOHapyKEeHUs Ha
TEXHUYECKOM YPOBHE 3aIlyCKaeTcsl mpolecc oOMeHa MHpopMauueil ¢ BHEIIHUMH CYyObEKTaMHU.
Oror oOMeH HampaBieH Ha  (OPMHPOBAHHE  MEKCEKTOPAJIBHOTO  CTPATErHYECKOTrO
B3aUMOJICHCTBHS B OTHOLIEHUM MHLUACHTA, OXBAaThIBAIOILEIO HE TOJBKO APYrHe OpraHU3alH,
HO U MHCTUTYLIMOHAJIbHBIX YYAaCTHUKOB, TAKUX KaK IOCYJapCTBEHHbIE U MPABOOXPAHUTEIbHBIC
opranel. Ha opraHu3allmoOHHOM M 3KOCHUCTEMHOM YPOBHSAX BBIIOJHAIOTCS TPHU KIIHOYEBbIE
¢ynkunu — uHGOPMHPOBAHUE, CIACPKUBAHWE M YCTAHOBJIEHHE CTaHAApPTOB, — KOTOpbIC
o0ecrnieunBarOT OOpaTHYIO CBs3b Ul NpoduaakTuueckux Mep. Ha onepanmoHHOM ypoBHE OHHU
NIEPEBOJIATCS. B OPTaHU3AIMOHHBIE TPEOOBAaHUS, a Ha YPOBHE SKOCHCTEMBI — B MOJUTHUYECKHUE
crangaptel. O6a Habopa TpeOOBaHMI BOIUIOIIAIOTCS B BHJE IPEBEHTUBHBIX TEXHUYECKUX
pELICHUH, TAKMX KaK WHAWKATOPbI U CUCTEMbI PaHHETO onoBeleHus |3, 4].

C wucnonb30BaHUEM HHTETPUPOBAHHOIO LUGPOBOrO JBOWHUKA, HWMUTHUPYIOILEIO
ucxoauyo CCI, 3Tu 31eMeHTbl MOTYT ObITh HAalpaBJIEHbl Ha PEATU3alMI0 IPEBEHTUBHBIX MeEp.
Taxolf moaxoJ UMeeT psili NpeuMyIecTB. Bo-nepBbiX, M(poBOi JBOWHUK MpeacTaBiseT co0oit
[EHHOCTh JJIsl TeXHUYecKoro ypoBHs, npemiaras CCl-mmargopmy B BHIE «II€COYHHIBD) IS
KHOep(OU3NIECKUX CHUCTEeM M BO3MOXKHOCTH KuOeprionuroHa. Takum o0OpazoM, HU(pPOBBIC
JBOMHUKM MOTYT 4aCTU4YHO pa3rpy3uTh peasnbHyto CCl. Kpome Toro, Ha onepalinioHHOM YpOBHE
OHM TO3BOJIAIOT  HMHTErpUpOBaTh OOy4YEHHE, OpPUEHTHPOBAHHOE HAa  CHUTYallUOHHYIO
OCBEJIOMJIEHHOCTb, BO BCE€ (YHKIMM opraHuzanuu. ToT XKe NoaxoA NpHUMEHUM U Ha
MEXBEJJOMCTBEHHOM YPOBHE SKOCHCTEMBI, Ie LU(POBOH JIBOWHUK IOMOraeT MNPUHUMATh
pemenus, Gokycupysice Ha COP. OcHOBHOE NMPEUMYIIECTBO ATOW MOJCIN 3aKJIFOYAETCs B TOM,
YTO MHTETPUPOBAHHBINA IIUPPOBON JBOMHMK MPETOCTABISIET TECTOBYIO CPEAYy U MEXaHU3MBI IS
IpPOBEPKH Habopa MpPEBEHTHBHBIX MEp, BKIIOYas KOHTPOJIbHBIE WHJMUKATOPHl U paHHEe
npenynpexaenue. Takum o6pa3om, oH 3PPEKTUBHO COEIMHSAET NapaJAurMbl MPelOTBPAILECHUS U
pearupoBaHMsl Onarojaps LEHTpajlu3allid HMHLUUJEHTa B mpouecce oOyuyeHus. Eme oanum
IIPEUMYIIIECTBOM SIBJISIETCSI SKOCUCTEMHAsI IPUPOJA TAKOW MHTErpanuH [8].

OHeprerudeckas HHQPACTPYKTypa — 3TO OJJHA U3 HaubOoJee KPUTUYECKU BaXKHBIX CHUCTEM,
HOJICP)KUBAIOLINX (YHKIIMOHUPOBAHUE MHOTUX Jpyrux otpacieil. OAHako yHUKalbHbIE
OCOOEHHOCTH KYJBTYp W HpPOLEAYp KaKIOM OpraHu3aluy 3aTpyJHSIOT KOOpJAUHALMIO MpU
KUOCPUHIIMJCHTAX, TaK KaK B3aUMOJICHCTBHE MEXIY YYACTHUKAMHU YCIOXKHSETCS KOHQIMKTaMH
U OTCYTCTBHEM €IMHOTO MeXaHu3Ma oOMeHa AaHHbIMH. MHpopmanus o xubepyrposzax yacto
pacripocTpaHsiercs yepe3 HeopMallbHbIE, JOBEPUTENILHBIE CETH, YTO CHUYKAET OCBEIOMIIEHHOCTh
00 ysI3BUMOCTSIX.

Jlnis TOBBIIEHUST KUOEPYCTOMYMBOCTH B KPUTHUECKHM BaXXHBIX MHQPACTPYKTypax
MIPOBOAMIINCH 3HAYUTENIbHbBIE UCCIIEOBAHUS, BKIIOYAsl pa3pabOTKy MPOLIECCOB U CTaHAAPTOB AJIs
pasHbIX oTpacieil. OnepaTopam 3JIeKTpoceTel BaXKHO CBOEBPEMEHHO BBIABISATH YTPO3bI H OBICTPO
nepenaBaTh MH(MOPMALMI0O Kak BHYTPU OTpacid, TaK M PETyIUPYIOLUIMM  OpraHaM.
MexnyHapogHOE COTPYAHMYECTBO M COTJIACOBAHHBIE IPUOPUTETHI B pPEAarMpOBAaHUM Ha
MHIUJACHTHI TOMOTYT ObICTpee BBISBIISITH YTPO3bl U JIUKBUIUPOBATH X, YTO MO3BOJIMUT 3aLIUTUTH
CCI B 5HEPreTHYECKOM CEKTOPE.

B 10 xe Bpemsa mudpoBuzanus CCI, HeCMOTpsl Ha CBOM NPEHMYIIECTBA, YBEIUYHNBACT
CJIO)KHOCTh CHUCTEMBI W TIOBBIIIAET PUCKU KHOepaTak. YSs3BUMOCTH MPUCYTCTBYIOT Ha BCEX
YPOBHSIX: OT T€HEpaluM A0 PacHpeAeieHHs U PBIHOYHBIX YCIYT, YTO TpeOyeT MOCTOSHHOTO
OOHOBNIECHHSI pemeHH 1o 3amuTte. Kpome aTak, YCHIMBIIAACA B3aMMOCBSI3aHHOCTD
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UHPPACTPYKTYPHI TaKKe CO3IAE€T PHCK HENpeIHAMEPEHHBIX HMHIUACHTOB, TAaKMX KaK OIIHUOKH
NepcoHalia uiu Texauueckue coou [10].

Bueapenne 1nudpoBoro ABOHHMKA B KPUTHYECKH BaKHBIE HHQPACTPYKTYPHI
CIOCOOCTBYET TMOBBIINICHUIO MX KHOEPYCTOMYMBOCTH, OOBEIUHSS (QYHKIMH TPOOUIAKTHKA W
pearupoBaHus W NONJEPKUBAs KaK BHYTPUOPraHU3aLMOHHOE, TaK M MEXOPIraHU3allMOHHOE
o0ydenue. 3naunma poiab SA u COP, xoTopbie CcrOCOOCTBYIOT COTJIACOBAHHOCTU JCHCTBUU M,
Kak ciencraue, 3¢ dexrusnoii 3ammre CCI B pamkax JeiCTBYIOIUX TPABOBBIX HOPM.

Bxmang Hacrosmiero uccienoBaHuss B OO€CHEUYEHHE YCTOMYMBOCTH KPUTHUYECKUX
KHOCpUHPPACTPYKTYp  COCTOMT B cCjlenylomeM.  Bo-mepBbIX,  ajantupoBaHa |
orepalMoHaIu3upoBaHa Mojiens backepBuiis, KOTopas TeNepb YUUTHIBAET Pa3BUTHE TEXHOJIOTUN
U BO3MOXHOCTEH MOHHUTOPHHTa KHOEpYrpo3, OOBEOUHSSI HMHCTPYMEHTHI NPOQUIAKTHKH H
pearupoBaHus. Bo-BTopbIX, [100aBleH MEXKOPraHU3AIMOHHBIA KOMIIOHEHT K HHIIMICHT-
OpPUEHTUPOBAHHOMY  MOAXOAY,  4YTO  TIO3BOJISI€T  YYMTHIBaTh  B3aMMO3aBUCHUMOCTHU
KUOCPUHIIUJEHTOB HAa TpeX YPOBHAX: OINEPAIlIOHHOM, BHYTPUOPTraHU3ALMOHHOM U
HKOCUCTEMHOM. B-TpeThux, paccCMOTpPEHO HOBO€ NOHMMAaHHE HOPMATHUBHBIX PaMOK, KOTOpbIE
CTaHOBSTCA OoJiee CTaHIAPTU3UPYIOIIMMH W TPEBEHTUBHBIMH, 33/1aBas TEXHOJOTHYECKHE U
opraHu3alMoHHbIe TpeOoBanus [7].

[IpakTHueckoe 3HaYCHHE MOJENU 3aKJIIOUaeTCsl B MHTETpallH MEepPEAOBhIX IMOAXO0JI0B K
yIIpaBJICHUIO KHOSPUHIMIEHTaMU U KuOepOe3onacHocThIo [4, 11, 12], 4TO mO3BOISAET COKPATUTD
BpeMsl pearupoBaHus U yMEHbIIUTH nocneacTBus arak Ha CCL Dta Moaens cinykuT oOydaromei
Cpeloi JUIsl onepaTtopoB, IOMOrasl MOBBIIIATH FOTOBHOCTh, SA u dopmupyss COP ¢ apyrumu
ydJacTHUKaMu  3KocucTembl. [Ipm  sTOoM  BaxkHOW  3amadedl  OCTaeTcs  yKpEIUICHHE
MEXOPTaHU3AIIMOHHOTO JIOBEpUsl [IJIsl TOBBIIIEHUsT oOMeHa wuHdopmaiumel, 4Yro Tpedyer
HaJIe)KHOH 3allUTHI IaHHBIX U COOJIIOJICHUS KOH(PUIEHIIMATbHOCTH.

Takum o6pazom, ObulM mpenacTaBieHbl pe3ynbTaThl Mpoekta ADR, HaneneHHoro Ha
MOBBIIIIEHHE KHOEPYCTOMUMBOCTH KPUTHUYECKH BakKHBIX HHppacTpykryp. Ilocne mnpoBenenus
aHaliu3a aKkTyaJlbHOM JINTEpaTyphl B JaHHOM 00siacTH Obl1a pa3paboTaHa KOHIENTyaabHas MOJENb,
OCHOBaHHas Ha MPHUMEHEHUM HMHTErPUPOBAHHOIO LU(POBOrO JBOMHHMKA B MHOTOYPOBHEBOM
Ipolecce OpraHU3allMOHHOTO OOY4YEHUs, COCpPEeJOTOUYEeHHOM Ha ymnpasieHuH orkazamu CCL
OneHka MOEnu NPOBOAWIIACH B KOHTEKCTE IKOCUCTEMBI AIeKTpodHepreTuku EC, u oHa BKiIrodana
pasnuuHble Qa3bl Ipolecca, a TAKKE UCIIOJIb3yeMble apTe(aKThl U BOBICUEHHbIE CyOBEKTHI.

IlepcriekTrBHBIE VICCIIEZIOBAHHUS KHOepycTOMUnBOCTH JELEHTPAIN30BAHHBIX
UHQPACTPYKTYp MOTYT BBISIBUTH TEXHOCOLMAIbHBIE aCHEKThl HCIOJb30BAHUA IHU(PPOBBIX
JBOMHUKOB, B TOM YHCIIE€ UX BIMSHUE Ha NpeoOpa3oBaHUE HHCTUTYLHUOHAIBHOM JIOTUKU B
BbIUMCIUTENbHBIE W  aIrOpUTMHYECKHe CTpyKTypbl. Co3laHue KOMIUIEKCHON Teopuu
npoekThpoBanus kubepycroiunBoctd B CCI TpebyeT mpoxoxIeHHs BCEeX 3TaloB Ipolecca
ADR, xoTopsIii npeanoaraet pedaekcuio U o0ydeHne mociie pa3paboTKu U OIeHKH apTedakTa
B OpPraHU3alMOHHOU Cpejie.

Kpome Toro, mnpemioxeHHblE MPUHIMIBI POEKTUPOBAHUS TpeOyIOT JasbHENIIeH
IIPOBEPKU C IMOMOUIBI0 peaNM3allMi KOHLENTYaJIbHBIX MPOTOTHUIIOB B PAa3IMYHBIX KOHTEKCTax
CCI. OpHako I TOJHOLIEHHOM OIIEHKH TPEIJIOKEHHOW MOJIEIN HYKHBI JUINTEIbHBIE
UCCIIEJOBAHMsI, KOTOpbIE JIOJDKHBI  BBINOJIHATHCA ~ MEKIUCLUIUIMHAPHBIMU  KOMaHJaMH,
BKJIIOYAIOLIUMU CIIELIUATNCTOB B 00JacTU WHXKEHEpPUH, YIpaBiieHuss uHbopMaiueid, HayKu o
JAHHBIX, UH(OPMAIIMOHHON O€30MacHOCTH, a TAKXKE CUMYJIIMUA M OOydeHHs Ui yIpaBICHUS
PUCKaMH CTUXUUHBIX OC/ICTBUA.
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CYBER-RESILIENCE OF ELECTRIC POWER SYSTEMS

M.D. Shubin, A.Yu. Rusin
Tver State Technical University (Tver)

Abstract. The article presents a digital twin model designed for mission-critical
cyberinfrastructures. It focuses on analyzing possible problems that arise when integrating
computing, communication, and physical components of these cyberinfrastructures. Particular
attention is being paid to the electricity sector, as disruptions to its sustainability can lead to
serious risks for the country. A comprehensive model has been developed to expand the
possibilities of interacting with the system, increase awareness of ongoing events and improve
responses to cyber incidents. It is based on research in the field of information security,
situational awareness and the formation of an overall operational picture. The use of the model
helps to reduce the response time, which minimizes the damage from cyber attacks to electric
power systems. In conclusion, the prospects of applying this approach in future research are
discussed and its importance for the electric power industry is noted.

Keywords: digital twin, resilience, incident response, incident prevention, situational
awareness, artificial intelligence.
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